September 29, 2000

PROCUREMENT POLICY NOTICE
NO. 00-02

SUBJECT: Useof Electronic Signatures Between EPA and Contractors

FROM: Judy S. Davis, Acting Director /Y
Office of Acquigition Management
TO: Senior Resource Officids

OAM Divison Directors
Regiona Contracting Officer Supervisors
Bruce Binder, OGC

EFFECTIVE DATE: Date of issuance (shown above).
EXPIRATION DATE: Upon cancellation or until superseded.

FOR FURTHER INFORMATION CONTACT: Ca McWhirter on (202) 564-4379 or
E-Mail: McWhirter.Cal @epa.gov.

PURPOSE

This Procurement Policy Notice (PPN) establishes the Office of Acquisition Management’s
(OAM) initid policy for using and accepting dectronic signatures for specified acquisition and contract
adminigtration transactions. The eectronic sgnatures must be transmitted by means of an approved
goplication as desgnated in this palicy.

Asusad in this document, an “ Electronic Sgnature” means an eectronic sound, symbol, or
process attached to or logically associated with an éectronic acquisition or contract record and
executed or adopted by an authorized person with the intent to sign the acquisition or contract record.

This definition is derived from Section 106 of the Electronic Signaturesin Globa and National
Commerce Act, Public Law 106-229 (June 2000).



BACKGROUND

The EPA, like the rest of the Federd Government, israpidly developing eectronic systemsfor
business transactions with the public, commercid entities, regulated parties, and Government
contractors. With the 1998 enactment of the Government Paperwork Elimination Act (GPEA),
Congress established a deadline of October 2003 for executive agenciesto implement “...the use and
acceptance of eectronic sgnatures, when practicable.” 1n addition, on June 30, 2000, Congress
passed the Electronic Signatures in Globa and Nationd Commerce Act (E-SIGN) which vdidates the
use and enforceability of eectronic sgnatures, including those related to contractua transactions.

Until such time as an Agency-wide eectronic sgnature sandard is established, OAM isissuing
thisinitid PPN to permit contracting officids to use and accept specific eectronicaly sgned documents
under the conditions described in this PPN.

POLICY

NOTE: EPA contracting officias may use or accept eectronic sgnatures only for acquisition
and contract documents specificaly identified in thispolicy. The use of eectronic Sgnaturesis
optiona. The written consent of both the Government and the contractor is required before electronic
sgnatures may be used and accepted. 1n the future, this PPN will be amended to authorize new
processes and uses for eectronic Sgnatures.

EPA contracting officias may tranamit and accept el ectronic documents that include an
electronic Sgnature if the document was sent or recelved via one of the following systems or programs.

- the EPA Program Office Interface (POI) and the Agency’ s External Lotus Notes
Gateway--(The Agency’s externd Lotus Notes Gateway is one of severd portals
through which the Agency communicates dectronicaly with externd entities))

- the EPA’s Small Purchase Electronic Data Interchange (SPEDI) and the
Federd Acquisition Computer Network (FACNET)

EPA contracting officids are not authorized to use Lotus Notes E-mail, with or without that
gpplication’s sgnature feature, to creste a“sgned” acquisition or contract document because E-mall
does nat, in generd, contain adequiate security features to sufficiently protect the Agency’sinterests. If
an EPA contracting officia receives a sgned acquisition or contract-related document via Internet E-
mall, the document may not be accepted as authentic. The sender must be ingtructed to re-submit the
document using an gpproved eectronic method, or by submitting a signed paper origind.



Electronic sgnatures may be used only for the following transactions:

- Work Assgnments (WAs - Issuance of)

- WA Amendments

- Technicd Direction Documents (TDDs)

- POI Suspense Slip (tracking dip similar to EPA Form 5180-1)
- Subcontract consents

- Non-competitive subcontract approvas

- Service Contract Act (SCA) wage determinations

- Conflict of Interest (COI) certifications

- Payment suspensions

- Purchase Orders

Each of these transactions (except purchase orders) must contain the phrase, “Electronicaly
sgned by [insart name of Sgner]”.

The Integrated Contract Management System (ICMS) does not currently have any eectronic
sgnature capabilities. When ICMS is modified to perform eectronic signature functions and/or the
interface between POl and ICMS is completed and implemented, this PPN will be updated to include
other actions that can be used with dectronic sgnatures. This interface will enable exchange of al
gppropriate contractua data.  Until the PPN is updated, Electronic signatures shall not be used or
accepted for any other transactions. For example, eectronic signatures may not be used for contract
awards (other than for purchase orders); contract modifications (whether supplementa or unilaterd);
show cause and termination notices, Delivery Orders or Task Orders; stop work orders, etc.

PROCESS

Acceptance of eectronic signaturesis authorized only if EPA and the Contractor agree, in a
sgned paper writing, to treat subsequent dectronicaly sgned writings asif they were sgned paper
originds. The parties may agree to provide certain documents as paper originas only or to furnish
duplicate paper originds with hand written sgnatures. Contractors must have avaid Trading Partner
Agreement and be registered with FACNET (see URL http:/mww.dlisdlamil/ccr/ ) for smplified
acquistions. For dl other dectronic contractud transactions using POI, contractors must obtain
authorization from EPA to access EPA’s externd Lotus Notes gateway server. All requests for
authorization shall be submitted to the contracting officer and routed through the CO's supervisor to the
OAM Automation Service Center Manager. All dectronicaly sgned documents must be reproducible
in a human-intdligible form and clearly indicate: (1) that the document was eectronicadly Sgned, (2)
who signed the document, (3) thetitle of the eectronic signer, and (4) the date and time it was signed.

Contracting officers who wish to use eectronic sgnatures in the administration of contracts
above the amplified acquigtion threshold must include a clause substantialy the same as the following
clausein solicitations and contracts. Bidders and offerors should be instructed to state in their bids or
proposals whether they wish to have the clause included in the awarded contract. Current contracts
may be modified to add the clause.
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http://www.dlis.dla.mil/CCR/

ELECTRONIC SIGNATURES (EPS 00-01)

As authorized by the current EPA Procurement Policy Notice on Electronic Signatures (see
URL <http://www.epa.gov/ocam/ptod/> for latest verson), the Government and Contractor agree to
accept each other’ s dectronic signature on documents transmitted electronicaly under this contract. All
eectronicaly sgned documents must be reproducible in a human-intelligible form and clearly indicate:
(1) that the document was eectronicaly signed, (2) who signed the document, (3) the title of the
electronic sgner, and (4) the date and time it was Sgned. The parties shdl not deny the legd effect,
vdidity, or enforcegbility of the records containing eectronic signatures they transmit and receive on the
ground that such records, including the Sgnature(s), are in eectronic form.

The receipt date and time of any record shall be the date and time the record is received at the
EPA externa Lotus Notes Gateway. In the event either party experiences amgor system failure which
renders the ability to tranamit electronic sgnatures inoperable for more than one business day, the party
experiencing the systlem failure must promptly notify the other party by telephone or by facsmile. While
the system is inoperable, the parties may exchange records by facamile transamissons, with signed
originas and copies sent by surface mail or delivered by hand.

The following types of documents shdl be issued as signed, paper originas only. [List types of
documents, or insert “ None.” |

At the request of either party, the other party shall provide a duplicate paper origind, with a
handwritten signature, of the following types of documents. [List types of documents, or insert
“None.” ]

Each party agreesthat it will promptly notify the other party of any unauthorized accessto, or
loss or destruction of eectronic records sent or received. Depending on the seriousness of the lgpsein
computer system security, the contracting officer may modify or suspend the contractor’ s authorization
to use dectronic Sgnatures.


http://www.epa.gov/oam/ptod/

